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Abstract

The objective for study Romance Scam via Social Media and Internet Operative
Systems such as Facebook, Instagram, web board in dating websites and e-mail is
understanding the limitations to prosecute criminals and remedy the victims to
construct the guideline to prevent further romance scams. This research employ
qualitative methodology which collect data from literature reviews, document research
from case studies and interviews from high potential informant; victims, system
administrators and State officials. The result of research on the problems have shown
that the number of romance scam case is increasing and penetrating to diverse Netizen.
In term of legal measure and monitoring system analysis, there are the obstacles which
come from limitation of State ability to prosecute the criminal due to jurisdiction
principle of Modern State. In many cases State official may identify the convicts but
unable to enforce the law across border to arrest the criminal in foreign country.
Moreover, the cooperation between State and Private Entity is hardly to find either in
domestic and international level. The shame of victims is another condition that deter
the criminal procedure since there is no specific assurance to protect their privacy or
personal data. Furthermore, the strategy to prevent Romance Scam by using censorship
tactic might harm to integrity of internet commmunication and the flow of information in
democratic society. This phenomenon reflects that Romance Scam revolts but State still
using the same old measure which has many obstacles from the legal principle of
Modern State. The research results on guidelines to improve people’s realization on
romance scam is gained from the studies on criminal tactics and weak points of victim
which provide the intelligence to the vulnerable group on how the attack is delivered.
Accordingly, the suggestion of this research is to publicize the information about “form”
and “target development” strategy which criminal employ to allure victim. These
information is suitable for creating preventive measure to protect internet users and the

guideline to suppress Romance Scam for State official and system administrator.

Keywords: Romance Scam, Online Communication, Cyberspace
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